








 

 

 

 

 

 

 

 

 

 

 

 
 

 
 

 

 

 
 

 

 

 



 

 
 

 

 

 

 

 

 

 



Name Company Mailing Address Phone Number Email Address
Chris Baer FRSA 3501 Kishwaukee Street, Rockford, IL 61109 815-387-7660 cbaer@fourrivers.illinois.gov

Tyler Nelson FRSA 3501 Kishwaukee Street, Rockford, IL 61109 815-387-7651 tnelson@fourrivers.illinois.gov

Tim Hanson FRSA 3501 Kishwaukee Street, Rockford, IL 61109 815-387-7660 thanson@fourrivers.illinois.gov

Angie Good FRSA 3501 Kishwaukee Street, Rockford, IL 61109 815-387-7662 agood@fourrivers.illinois.gov

Warren Adam FRSA 3501 Kishwaukee Street, Rockford, IL 61109 815-871-0787 wadam@fourrivers.illinois.gov

Kyle Gruhn FRSA 3501 Kishwaukee Street, Rockford, IL 61109 815-621-2932 kgrunh@fourrivers.illinois.gov

Frank Gallagher Legacy Designs, Inc. 6116 Mulford Village Drive, Rockford, IL 61107 815-484-4708 frank@legacydesigns.net

Lisa Hansen Legacy Designs, Inc. 6116 Mulford Village Drive, Rockford, IL 61107 815-484-4708 lisa@legacydesigns.net

Ryan Golubski Scandroli Construction Co. 1321 Capital Drive, Rockford, IL 61109 815-962-4037 estimating@scandroli.com

Collin Martinovich Schmeling Construction 315 Harrison Avenue, Rockford, IL 61104 815-399-7800 collinm@schmelingconstruction.com

Nick Nesmith Rockford Ornamental Iron Inc. 1817 Michigan Avenue, Rockford, IL 61102 815-968-5357 nicknesmith.roi@gmail.com

Joel Foss Stenstrom General Contracting 2420 20th Street, Rockford, IL 61104 815-398-2420 joelf@rstenstrom.com

Kyle Gruhn FRSA 3501 Kishwaukee Street, Rockford, IL 61109 815-387-7660 kgruhn@fourrivers.illinois.gov

Anthony Bronge Sjostrom & Sons, Inc. 1129 Harrison Avenue, Rockford, IL 61104 815-566-1989 abronge@sjostromconstruction.com

Ryan Blackburn Sjostrom & Sons, Inc. 1129 Harrison Avenue, Rockford, IL 61104 815-243-2212 rblackburn@sjostromconstruction.com

Mike Vlasnik Special Power 1226 18th Avenue, Rockford, IL 61104 815-262-1352 mike@specialpower.com

Tom McNamara Larson and Larson Builders 5612 Industrial Avenue, Loves Park, IL 61111 815-633-1773 Estimating@llbuilders.net

Collection Systems Operations Facility, Capital Project No. 2217
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respects fair and without collusion or fraud; and that I (we) are not barred from bidding 
as a result of a bid-rigging or bid-rotating conviction. 

4. That accompanying the Proposal is a Bidder's Bond in the amount specified in 
Article 1, Notice to Bidders, payable to the Board of Trustees of the Four Rivers 
Sanitation Authority, which it is agreed, shall be retained as liquidated damages by 
said Four Rivers Sanitation Authority if the undersigned fails to execute the Contract 
in conformity with the contract documents incorporated in the contract documents 
and furnish bond as specified, within ten (10) days after notification of the award of 
the contract to the undersigned. 

5. The Bidder is of lawful age and that no other person, firm or corporation has any 
interest in this Proposal or in the Contract proposed to be entered into. 

6. The Bidder is not in arrears to the Four Rivers Sanitation Authority, upon debt or 
contract, and is not a defaulter, as surety or otherwise, upon any obligation to the 
Four Rivers Sanitation Authority. 

7. No officer or employee or person whose salary is payable in whole or in part by the 
Four Rivers Sanitation Authority is, shall be or become interested, directly or 
indirectly as a contracting party, partner, stockholder, surety of otherwise, in this 
Proposal, or in the performance of the Contract, or in the work to which it is relates, 
or in any portion of the profits thereof. 

8. The Bidder which I represent complies with all applicable requirements of the 
Americans with Disabilities Act (ADA) and the Occupational Safety and Health Act 
(OSHA) and that if said bidder is awarded a contract, it will complete all OSHA-
required or ADA-required employee and customer training, will make available all 
required information, and will hold harmless and indemnify the Four Rivers 
Sanitation Authority and the Four Rivers Sanitation Authority's representatives. 

 In regard to participation in an approved Apprenticeship program, upon request, 
Contractor will be required to provide written proof of participation. 

9. The undersigned, as Bidder, declares that he has adopted and promulgated written 
sexual harassment policies in accordance with Public Act 101-0221 and will make 
this information available upon request. 

10. The undersigned, as Bidder, declares he will comply with prevailing wages in 
accordance with the Illinois Department of Labor Standards.  The State of Illinois 
requires contractors and subcontractors on public works projects (including Four 
Rivers Sanitation Authority) to submit certified payroll reports via the State’s Certified 
Transcript of Payroll Portal found at www2.illinois.gov/idol/Laws-
Rules/CONMED/Pages/certifiedtranscriptofpayroll.aspx. 

10. The undersigned, as Bidder, declares he will comply with the Federal Drug Free 
Workplace Act. 

12. The undersigned, as Bidder, declares he will comply with Public Act 83-1030 entitled 
"Steel Products Procurement Act". 

13. The undersigned, as Bidder, declares he will comply with Public Act 96-929 (30 ILCS 
570) regarding Illinois residents’ employment. 
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not faithfully repeated in other parts of documents thereof to which the provision might be
appropriate.
3.Where new rooms are shown on the floor plans but are not listed in the Room Finish Schedule,
those rooms shall be finished the same as other rooms of a similar nature as listed in the Room
Finish Schedule.  Where new doors are designated on the floor plans but are not listed in the
Door Schedule, provide doors, frames and hardware of the same type as are to be provided for
rooms of a similar nature.

B. Sub-paragraph 1.2.2 of the General Conditions is supplemented as follows:
1.Project Manual Explanation:

a. Project Manual is composed of Title Page, Index, Bidding Requirements and Forms,
Conditions of the Contract and Specifications.  Divisions and Sections are arranged in
format conforming to the 16 Division System of the CSI.
b. Where Sections contain “Work Includes” list, it merely serves as a table of contents for
items described in the Section and is not intended to limit or restrict volume or type of work
required by the Section of Specifications.
c. Imperative language is used generally in the specifications.  Except as otherwise
specified, requirements expressed imperatively are to be performed by the Contractor.  For
clarity of reading at certain locations, contrasting subjective language is used to describe
the responsibilities which must be fulfilled indirectly by the Contractor or, when so noted, by
others.

C. Subparagraph 1.2.3 of the General Conditions is supplemented as follows:
1. Where materials or devices are specified in these documents by reference to Government,
Manufacturer’s Association or Professional Society Standards, the pertinent sections of the latest
edition of such standards, unless otherwise specified, shall have the same force and effect as if
set forth in full in these specifications.  The following abbreviations will be used as indicated for
the principal societies:
AASHTO American Association of State Highway & Transportation Officials
ACI American Concrete Institute
AIA American Institute of Architects
AIEE American Institute of Electrical Engineers
AISC American Institute of Steel Construction
AMCA   Air Moving and Conditioning Association
ANSI American National Standards Institute
ASCE American Society of Civil Engineers
ASME    American Society of Mechanical Engineers
ASTM    American Society of Testing Materials
AWI       Architectural Woodwork Institute
AWS American Welding Society
NEC National Electric Code
NFPA    National Fire Protection Association
SMACNA Sheet Metal and Air Conditioning Contractors National Association
UL Underwriter’s Laboratories

1.5 EXECUTION OF CONTRACT DOCUMENTS
A.Subparagraph 1.5.2 of the General Conditions is supplemented as follows:

1.Site Investigation:
a. By executing the Contract, the Contractor acknowledges that he has satisfied himself as
to the nature and location of the work, the general and local conditions, including those
bearing upon transportation, disposal, handling and storage of materials, availability of
labor, water, electric power, roads and uncertainties of weather, ground water table or
similar physical conditions of the ground, the character, quality and quantity of surface and
sub-surface materials to be encountered, the character of equipment and facilities needed
prior to and during the execution of the work and all other matters which can in any way
affect the work or the cost thereof under this Contract.  Any failure by the Contractor to
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acquaint himself with all the available information concerning these conditions will not
relieve him from any obligation with respect to his Contract.

ARTICLE    3 CONTRACTOR
3.1 GENERAL

A. For the purpose of definition under Article 3 CONTRACTOR, Paragraph 3.1 of the General
Conditions is supplemented as follows:

3.1.1 Contractor:  The word “Contractor” is recognized as a party to the contract.  The term
“Contractor” unless otherwise modified, shall mean the Contractor to whom the contract has been
awarded to perform the work required by all drawings and all 16 Divisions of the specifications
and all Addenda issued.  The terms General Contractor, Plumbing Contractor, Heating
Contractor, Electrical Contractor, etc., may appear in certain Sections for clarity of describing the
responsibilities which must be fulfilled as part of their respective Divisions of work.

3.4 LABOR AND MATERIALS
A. Paragraph 3.4 of the General Conditions is supplemented as follows:

1. In order that ready availability of materials, parts or components for repair, replacement or
expansion may be assured, all such materials, parts and components shall be obtained where
feasible from sources that maintain a regular domestic stock.  Foreign produced materials and
components shall be used only with Architect’s prior written approval.
2. Materials:  Substitution, Acceptance.  Materials are specified in the following ways:

a. Where materials are listed by manufacturer and trade name with no qualifying statement,
comparable materials of other manufacturers complying with or exceeding the specification
for the intended use, and as approved by the Architect, may be furnished.  Such approved
materials will be included in the bidding documents by Addendum or may be submitted on
the substitution sheet of the Bid Form.
b. Where more than one material or manufacturer and trade name are listed, Contractor
has the option of selecting any one of the manufacturers or materials named.  Within 30
days after award of contract and before ordering material and equipment, contractor shall
submit in quadruplicate to Architect, listing of manufacturers or materials contractor
proposes to use.
c. Where material is listed by description or by SATM or Fed Spec numbers, any product
meeting or exceeding requirements of such specification will be acceptable if material does
not alter details as shown on drawings.  If requested by Architect, evidence shall be
furnished showing that material meets requirements of specifications.
d. Materials shall be new and of the weights, grades, thickness and quality specified.
Manufactured items or equipment shall be based on names specified.  In substituting items
or equipment Contractor assumes responsibility for any changes in system or for
modifications required in other work to accommodate such substitution, despite Architect’s
acceptance of the substitution, either in the specifications or in an Addendum, and shall
coordinate with other contractors whose work may be affected by such substitution.
e. After the award of the Contract, substitutions will be considered only under one or more
of the following conditions:

(1) Required for compliance with subsequent interpretation of code requirements or
insurance regulations.
(2) Unavailability of specified products, through no fault of the Contractor.
(3) Subsequent information discloses inability of specified products to perform properly
or to fit into designated space.
(4) When it is clearly seen, in the judgment of the Architect that a substitution would be
substantially to the Owner’s best interest, in terms of cost, time or other
considerations.

f. Unless otherwise specifically provided for in the specifications, all workmanship,
equipment, materials and articles incorporated in the work covered by this contract are to be
of the best grade of their respective kinds for the purpose.  When required by the
Specifications, or when called for by the Architect, the Contractor shall furnish to the
Architect for his review the name of the manufacturer of materials, machinery, mechanical
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and other equipment which he contemplates incorporating in the work, together with their
respective performance capacities and other pertinent information.  Samples of materials
shall be submitted for review when and as directed.  Machinery or equipment materials and
articles installed or used without such review shall be at the risk of subsequent rejection.

3. Anchors and/or Fasteners:  Use of fibrous braid or non-metallic expansion shields will not be
permitted for fastening any material or fabricated items.
4. Labor:  Contractors and subcontractors employed upon work shall be required to conform to
labor laws of the State and various acts amendatory and supplementary thereto and to other
laws, ordinances and legal requirements applicable thereto.

a. Work shall be performed by trained experienced personnel, skilled in their various crafts,
under full time supervision of an approved engineer or foreman.

3.5 WARRANTY
A. Subparagraph 3.5.1 of the General Conditions is supplemented as follows:

1.  The Contractor is obligated to correct, at his own expense for a period of one year or such
longer period as may be specified, all work found defective or not in accordance with the contract
documents.  This shall not establish a period of limitation with respect to any other obligation that
the Contractor might have under the contract.

3.6 TAXES
A. Subparagraph 3.6.1 of the General Conditions is supplemented as follows:

1. The Contractor shall also pay unemployment and social security taxes or other taxes imposed
by Local, City, State or Federal governmental bodies.  If the tax laws are subsequently amended
by legislation during the life of the contract, the Contractor shall provide the net change caused by
such amendment.

3.10  CONTRACTOR’S CONSTRUCTION SCHEDULES
A. Subparagraph 3.10.1 of the General Conditions is supplemented as follows:

1. As soon as possible, the Contractor shall develop a construction Schedule for his work and
make copies for Architect’s information. The contractor shall issue a copy of his schedule to the
subcontractors for mechanical and electrical, who, in turn, shall promptly prepare construction
schedules for their work.  The General Contractor shall then make a combined Horizontal Bar
Chart of Work for all parties involved, which will be used throughout construction to keep this
project on schedule.
2. The Horizontal Bar Chart for the Work shall be posted in the project construction office and
shall be brought up to date monthly by the General Contractor.  Updated charts shall include
schedule changes for the work of all prime contractors involved.  Copies of updated bar charts
shall be sent to the Owner and the Architect monthly.

3.11 DOCUMENTS AND SAMPLES AT THE SITE
A. Subparagraph 3.11.1 of the General Conditions is supplemented as follows:

1. The Contractor shall maintain record drawings throughout the construction of the project and
shall be held solely responsible for their accuracy in accordance with Section 01700.  The
contractor shall update all modifications in the general site and building construction and shall
require that all subcontractors update their respective record drawings one or more times each
week.  Contractor payment is contingent upon receipt of updated as built drawings and
specifications.
2. Record drawings shall be turned over to the Architect at completion of the project.

3.12 SHOP DRAWINGS, PRODUCT DATA AND SAMPLES
A. Subparagraph 3.12.1 of the General Conditions is supplemented as follows:

1. Only shop drawings that have been reviewed by Contractor and Architect shall be used at the
jobsite and all copies shall bear the stamps of both the Contractor and Architect indicating
general conformance to the design concept and contract documents.  The contractor is required
to review the shop drawings in detail for compliance with all applicable code requirements.  The
review made by the architect is advisory only and applies to the design arrangment and
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interpetion.  This review shall not be construed as relieving the Contractor from compliance with
the contract documents nor does it relieve the contractor (or theire sub-contractors) of
responsibility for accruacy of details, dimensions or quanities.  Changes on contract requirments
cannot be made via shop drawing review but only by a properly executed change order.

3.18 INDEMNIFICATION
A. Paragraph 3.18 of the General Conditions is supplemented as follows:

1. Add a new subparagraph numbered 3.18.3 as follows:  “None of the foregoing provisions shall
deprive the Owner or the Architect of any action, right or remedy otherwise available to them or
either of them at common law”.
2. Add a new subparagraph numbered 3.18.4 as follows:  “In the event that any party is requested
but refuses to honor the indemnity obligation hereunder, then the party indemnifying shall, in
addition to all other obligations, pay the cost of bringing any such action, including attorneys fees,
to the party requesting indemnity.

ARTICLE  6 CONSTRUCTION BY OWNER OR BY SEPARATE CONTRACTORS
6.2 MUTUAL RESPONSIBILITY

A. Subparagraph 6.2.2 of the General Conditions is supplemented as follows:
1.Each contractor shall perform work in proper sequence in relation to that of other contractors. 
Mechanical contractors shall fit their piping and ductwork into structure as job conditions may
demand.  Final decision as to right-of-way and run of pipes, ducts etc., shall be made by Architect
or his representative at project coordination meetings.
2.Each contractor and subcontractor shall obtain complete data at site and inspect surfaces that
are to receive his work before proceeding with his work; shall be solely responsible for accuracy
of measurements and laying out of work; shall correct errors or defects due to faulty
measurements taken, information obtained, layout or due to failure to report discrepancies.  Work
of previous contracts found to be unacceptable to receive work of this contract shall be reported
to the Architect by contractors finding such conditions prior to beginning of the work.
3.Each contractor shall give due notice and proper information to other contractors of any special
provision necessary for the placing and setting of his work coming in contact with work of other
contractors.  Failing to do so in proper time, he shall be held responsible and shall pay for any
and all alterations and repairs necessitated by such neglect.
4.Each contractor shall cooperate in every way possible to allow for installation of equipment that
is to be provided by Owner or Equipment Contractors during the course of the construction.
5.Each contractor shall furnish and install during the progress of construction all necessary
sleeves, hangers etc., required for his work.  Installation must be done at such time and in such a
manner as not to delay or interfere with any other building operation.  Where any such work has
not been done, or coordinated with the other trades, and where the proper installation of all
apparatus and materials included in the specification is governed thereby, or where correction of
defective work or where additional work is ordered, which requires cutting or fitting, the Contractor
responsible for such defective or ill-timed work shall, at his own expense, do all such cutting,
fitting, patching or repairing.
6.The fire protection contractor shall meet with all other subcontractors, and the General
Contractor to assure that the fire protection systems in now way hinder any other trade or sub
contractor or systems.

ARTICLE    7 CHANGES IN THE WORK
7.1 CHANGES

A. Subparagraph 7.1.1 of the General Conditions is supplemented as follows:
No contractor shall have the right to prosecute or a suit-at-law to recover for an extra, unless his
claim is based upon written change order signed by Owner.

B. Subparagraph 7.2.1 of the General Conditions is supplemented as follows:
In addition to information required by the General Conditions, Change Orders shall include
itemized costs of related accessories separate from the cost of each item.
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ARTICLE    8 TIME
8.2  PROGRESS AND COMPLETION

A. Subparagraph 8.2 of the General Conditions is supplemented as follows:
1.It is hereby understood and mutually agreed by and between Contractor and Owner that date of
beginning, rate of progress and time for completion of work to be done hereunder are essential
conditions of this contract.
2.Work shall proceed regularly, diligently and uninterrupted at such rate of progress as will insure
the substantial completion of the work within the estimated completion time stated by Contractor
or as otherwise established in the contract.

ARTICLE    9 PAYMENTS AND COMPLETION
9.3 APPLICATIONS FOR PAYMENT

1.  Payments for this project will follow standard FRSA process – progress payments prepared for 
signature in first 5 days of the month, signed copy returned to FRSA no later than the 10th of the
month, payment to occur after approval at Board meeting which is the 4th Monday of the month.
Retainage to be 10% until project completion.

9.8 SUBSTANTIAL COMPLETION
A. Subparagraph 9.8 of the General Conditions is supplemented and modified as follows:

1.When the Architect determines that the work or designated portions thereof are substantially
complete, the Architect will establish the date of substantial completion, as defined hereafter, and
the date of acceptance of work by the Owner, through the use of a Certificate of Substantial
Completion (AIA Document G704) and through other closing procedures which the Architect may
direct.  In any case, the Architect will prepare for submission to the Contractor a list of items to be
completed or corrected hereafter referred to as the “punch list”.  The failure to include any item on
the punch list does not alter the responsibility of the Contractor to complete all work in
accordance with the Contract Documents.  The Architect will recommend final payment to the
Contractor when the work on all punch lists is satisfactorily completed, all record drawings and
guarantees are provided, and the Contractor meets all other requirements of the contract
documents and paragraph 9.8 of the General Conditions.
2.Substantial Completion:

The Date of Substantial Completion of the Work or designated portion thereof is the Date
certified by the Architect when construction is sufficiently complete, in accordance with the
Contract Documents, so the Owner can occupy the Work or designated portion thereof for
the use for which it is intended.
On the Certificate of Substantial Completion, a time shall be fixed, not to exceed sixty (60)
days, within which the Contractor shall finish all items on the final punch list accompanying
the Certificate.

9.9 PARTIAL OCCUPANCY OR USE
A. Subparagraph 9.9.1 of the General Conditions is supplemented as follows:

1.In addition to all other precautions required by the Contract, such as barricades, signs, warning
lights, etc., to make project completely safe for public use, the Contractor should provide and
maintain dust tight barriers in the event of partial occupancy before substantial completion.  Cost
of barriers shall be paid by Contractor if project is behind schedule and by Owner if project is
ahead of schedule.
2.Moving of equipment into building under other contracts or by the Owner will not constitute
partial occupancy.

9.10 FINAL COMPLETION AND FINAL PAYMENT
A. Subparagraph 9.10.2 of the General Conditions is supplemented as follows:

1.Liens:
a.       Neither the final payment nor any part of the retained percentage shall become due
until the Contractor, if required, delivers to the Owner a complete release of all liens arising
out of this contract, or receipts in full in lieu thereof and if required in either case, an affidavit
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that, so far as he has knowledge or information, the releases and receipts include all labor
and material for which a lien could be filed; but the Contractor may, if any subcontractor
refuses to furnish a release or receipt in full, furnish a bond satisfactory to the Owner, to
indemnify him against any lien.  If any lien remains unsatisfied after all payments are made,
the Contractor shall refund to the Owner all moneys that the latter may be compelled to pay
in discharging such a lien, including all costs and attorneys’ fees.

ARTICLE    11 INSURANCE AND BONDS
11.1 CONTRACTOR’S LIABILITY INSURANCE

A.Subparagraph 11.1.1 of the General Conditions is supplemented as follows:
1.During the term of the contract, the Contractor shall, at his own expense, purchase and
maintain the following insurance in companies properly licensed and satisfactory to the Owner:

a. Workmen’s Compensation including Occupational Disease and Employer’s Liability
Insurance.

1) State: Statutory amounts and coverage as required by Workman’s Compensation
Laws.
2) Worker’s compensation insurance with statutory limits and employer’s liability
insurance with limits of not less than $500,000 per occurrence, per employee for
disease and $500,000 aggregate for disease.

b. Comprehensive General Liability:  Including coverage for direct operations, sublet work,
contractual liability, completed operations and products liability, with limits not less than
those stated below, which insurance shall fully protect him from claims for damages for
bodily injury including accidental death, as well as claims or property damage and loss of
use of property which may arise from activities under or incidental to the Contract, whether
such activities be by himself or any of his subcontractors, or by anyone directly or indirectly
employed or otherwise contracted by any of them.

1) Commercial general liability insurance with:
a)Limits of not less than $1,000,000.00.
b)Coverage to include:

i.Projects/completed operations to be maintained for a period of not less than
three (3) years following the completion and final acceptance of the work;
ii. Project specific limits of liability;
iii. Contractual liability, specifically referring to the indemnity obligations in
this Contract;
iv. Broad form property damage, including products/completed operations.
v.Personal injury liability with employee and contractual exclusions deleted.
vi. Deletion of explosion, collapse and underground (XCU) exclusions;
vii. Sever ability of interest and cross liability endorsements with copies
attached to the certificate of insurance.

c)(Regarding Completed Operations and Products Liability - Continue coverage
in force for one year after completion of the work and acceptance by the Owner.)

c.Personal Injury with Employment Exclusion Deleted:
1) $500,000 aggregate

2. Comprehensive automobile liability insurance with limits of $1,000,000.00 combined single limit
covering owned, non-owned and hired vehicles.

B. Add a new subparagraph to General Conditions numbered 11.1.1.1, immediately prior to
subparagraph 11.1.2 as follows:

1.The contractor shall also purchase and maintain such insurance as will protect the Owner (and
his appointed "Owner's Representative") and the Architect and their agents and employees from
and against all claims, damages, losses and expenses including attorneys' fees arising out of or
resulting from the performance of the work, provided that any such claim, damage, loss or
expense (1) is attributable to bodily injury, sickness, disease or death, or to injury to or destruction
of tangible property (other than the work itself) including the loss of use resulting there from, and
(2) is caused in whole or in part by any negligent act or omission of the Contractor, any
subcontractor, anyone directly or indirectly employed by any of them or anyone for whose acts
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any of them may be liable, regardless of whether or not it is caused in part by a party to whom
insurance is afforded pursuant to this paragraph.
2.In any and all claims against the Owner (and his appointed " Owner's Representative") or the
Architect or any of their agents or employees by an employee of the Contractor, any
subcontractor, anyone directly or indirectly employed by any of them or anyone for whose acts
any of them may be liable, the insurance obligation under this Paragraph shall not be limited in
any way by any limitation on the amount or type of damages, compensation or benefits payable
by or for the Contractor or any subcontractor under workman’s compensation acts, disability
benefit acts or other employee benefit acts.
3.The insurance obligations of the Contractor under this Paragraph shall not extend to the liability
of the Architect, his agents or employees arising out of (1) the preparation of approval of maps,
drawings, opinions, reports, surveys, Change Orders, designs, or specifications, or (2) the giving
of or the failure to give directions or instructions by the Architect, his agents or employees
provided such giving or failure to give is the primary cause of the injury or damage.
4.This insurance shall be for the same limits stated for the Contractor’s other liability insurance.

C. Change the first line of subparagraph 11.1.2 of General Conditions to read as follows:  “The
insurance required by subparagraphs 11.1.1 and . . .”
D. All policies and certificates of insurance shall expressly provide that no less than sixty (60) days
prior notice shall be given to Owner in the event of material alteration, cancellation or intent to
non-renew the coverage evidenced by such policies or certificates of insurance.
E. Contractor shall carry sufficient comprehensive insurance on his equipment at site of work and en
route to and from site to fully protect him; Contractor shall require the same coverage of his
subcontractors.  It is expressly understood and agreed that Owner and/or Architect shall have no
responsibility therefore.
F. A certificate of insurance shall be filed with the Owner evidencing the coverage set forth above and
including:  An additional insured endorsement naming Owner, and any owned, affiliated or subsidiary
company or corporation that is a party to this Contract and their board members, officers, employees,
agents and consultants as additional insured.  Any insurance maintained by the additional insureds
shall be in excess of any coverage provided by the Contractor or its Subcontractors.
H. Intentionally left blank –
I. Contractors shall procure and maintain during the life of the Agreement, including any extensions
thereof, the type of insurance specified, with insurance companies rated according to the most recent
edition of A.M. Best, but not less than A (X).

1. Delete the semicolon at the end of Clause 11.1.1.1 and add:
including private entities performing Work at the site and exempt from the coverage on
account    of number of employees or occupation, which entities shall maintain voluntary
compensation coverage at the same limits specified for mandatory coverage for the
duration of the Project;

J. Delete the semicolon at the end of Clause 11.1.1.2 and add:
or persons or entities excluded by statute from the requirements of Clause 11.1.1.1 but required
by the Contract Documents to provide the insurance required by that Clause;

K. Add the following clauses 11.1.1.9:
1.Liability Insurance shall include all major divisions of coverage and be on a comprehensive
basis including:

a.Premises Operations (including X, C and U coverage as applicable).
b.Independent Contractors’ Protective.
c.Products and Completed Operations.
d.Personal Injury Liability with Employment Exclusion deleted.
e.Owned, non-owned and hired motor vehicles.
f.Broad Form Property Damage including Completed Operations.
g.Completed operations coverage for two years after completion of the Work or for such
longer period of time as described in the Contract Documents.
h.Waiver of Subrogation in favor of the additional insureds.
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i.All policy or endorsements limitations relating specifically to operations pertaining to
railroad property shall be eliminated.  This is required only if the Work is on or within railroad
property.

L. Add the following Clause 11.1.2.1 to  11.1.2:
1.The Contractor’s Liability Insurance required by Subparagraph 11.1.1 shall be written for not
less than the following limits, or greater if required by law:

a.State Statutory
b.Applicable Federal Statutory
c.Employer’s Liability:   $1,000,000 per Accident       $1,000,000 Each Occurrence
d.Disease  Policy Limit   $1,000,000 Disease Each Employee

2.Commercial General Liability (including Premises Operations; Independent Contractor’s
Protective, Products and completed operations, Broad Form Property Damage):  The limits of
liability shall be written on an occurrence basis and shall provide coverage for not less than the
following amounts:

a.Bodily Injury:  $1,000,000 Each Occurrence, $1,000,000 Aggregate
b.Property Damage:  $1,000,000 Each Occurrence, $1,000,000 Aggregate
c.Products and Completed Operations to be maintained for three (3) years after final
payment:  $1,000,000 Each Occurrence, $1,000,000 Aggregate
d.Property Damage Liability Insurance shall provide X, C and U coverage.
e.Broad Form Property Damage Coverage shall include Completed Operations.
f.Fire Legal Liability:  $100,000 Each Occurrence

Note:  Owner is added as an Additional Insured by Endorsement on the commercial general
liability policy.
3.Broad Form Contractual Liability

a.Bodily Injury:  $1,000,000 Each Occurrence, $1,000,000 Aggregate
b.Property Damage:  $1,000,000 Each Occurrence, $1,000,000 Aggregate
c.Personal Injury with Employment Exclusion deleted:  $1,000,000 Aggregate

4.Personal Injury Liability with Employment Exclusion deleted:  $1,000,000 Aggregate
5. Business Auto Liability (including owned, non-owned and hired vehicles):

a.Bodily Injury:  $1,000,000 Each Occurrence, $1,000,000 Aggregate
b.Property Damage:  $1,000,000 Each Occurrence

Note:   Owner is added as an Additional Insured by Endorsement on the automobile liability
policy.
6.Umbrella Excess Liability

a.$2,000,000 Occurrence
b.$2,000,000 Aggregate
c.$10,000 for self insured hazards each occurrence

7.Aircraft Liability (owned and un-owned) when Aircraft are used in the performance of the
Contract:  $10,000,000 each occurrence combined single limit for bodily injury and property
damage.

ARTICLE    12 UNCOVERING AND CORRECTION OF WORK
12.2 CORRECTION OF WORK

A. Subparagraph 12.2.1 of the General Conditions is supplemented as follows:
1. Approval of any material or work at any stage of construction will not prevent its subsequent
rejection for cause.
2. Guarantees and Warranties:

a.Nothing herein intends or implies that warranties or guarantees shall apply to work which
has been abused or neglected by Owner or his successor in interest, or which has been
subject to usual wear and tear or accidental damage not chargeable to Contractor or his
agents.
b.Guarantee and Warranty time periods shall commence with the date of acceptance by
Owner of the Certificate of Substantial Completion except as related to items of incomplete
or uncorrected work noted on the Certificate’s Punch List.  The guarantee and warranty time
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periods for Punch List item shall commence with the date of Final Completion established
by the Architect’s issuance of the final certificate of payment.
c.The Contractor is obligated to correct at his own expense for a period of one year or such
longer period as may be specified, all work found defective or not in accordance with the
contract documents.  This shall not establish a period of limitation with respect to any other
obligation, which the Contractor might have under the contract.

ARTICLE    13 MISCELLANEOUS PROVISIONS
13.5 TESTS AND INSPECTIONS

A.Subparagraph 13.5.2 of the General Conditions is supplemented as follows:
1.The laboratory or inspection agency will be contracted by the General Contractor to perform, or
cause to be performed, tests necessary to determine if specified results have been obtained. 
Contractor shall call for and schedule testing.

ARTICLE    14 TERMINATION OR SUSPENSION OF THE CONTRACT
14.1 TERMINATION BY THE CONTRACTOR

A.Subparagraph 14.1.1 if the General Conditions is supplemented as follows:
1.If the work should be stopped under an order of any court, or other public authority for a period
of thirty (30) days, through no act or fault of the Contractor or of anyone employed by him, then
the contractor may, upon twenty-one (21) days written notice to the Owner and the Architect,
terminate this Contract and recover from the Owner payment for all work executed and any
proven loss sustained for any materials and reasonable profit and damages.
2.If the Architect, or Owner if the architect is not reviewing payment requests under design build
projects, has not issued a certificate for payment, through no fault of the Contractor, within
twenty-one (21) days after the contractor’s formal request for payment, or if the Owner has not
made payment to the Contractor within twenty-one (21) days of its maturity and presentation, then
the Contractor may, upon twenty-one (21) days written notice to the Owner and Architect, stop the
work or terminate this Contract as set out in the preceding paragraph.

ARTICLE 15 CLAIMS AND DISPUTES

15.1 CLAIMS AND DISPUTES
A. Subparagraph 15.1 of the General Conditions is supplemented as follows:

1. Whenever any employee, agent or other representative of Contractor, or any employee, agent
or other representative of a subcontractor, whose activities on or about the site arise out of the
work of a contractor, shall cause or be a substantial factor in causing any damage (including but
not limited to breaking, burning, overheating, freezing, exposing disconnecting, misconnecting,
failing to guard or protect, and depriving of support) to the work, materials or property of a third
party (including but not limited to the Owner, other contractors, subcontractors, material suppliers,
delivery persons, frequenters, security holders, adjacent land owners, bodies politic, utilities or
members of the public) such Contractor or Subcontractor shall promptly proceed to remedy and
correct such damage and to pay all costs, expenses and damages involved.  To the extent that
such Contractor or Subcontractor shall fail to do so, he shall be accountable, under his contract
with the Owner, for all damages to the Owner directly or consequentially arising there from
whether liquidated or not, and whether certain or contingent, including but not limited to costs of
renovation, repair, replacement or relocation, vicarious liabilities, losses by delays, charges for
architectural or their services, and extra costs, charges, work or materials of every description. 
Upon certification by the Architect of the identity of the responsible party and of the extent of such
damage so cause, Owner shall be entitled for its security, to withhold or deduct from payments
otherwise due such contractor any sum reasonably estimated to be required to secure Owner’s
right to such account, until Owner shall otherwise be fully indemnified and made whole.  Such
liability to account shall be deemed contractual and shall arise regardless of whether or not
circumstances of conventional tort are present or proven, and shall bind the sureties and
indemnitors of such Contractor or Subcontractor but the Owner shall not be deemed to have
waived, released, settled or otherwise impaired its right to full account by reason of any payment,
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withholding, deduction, failure to withhold or deduct, or other form of claim or failure to claim; and
in no event shall exercise or non-exercise of the Owner’s right to be deemed or implied to impose
on the Owner any liability toward any other person; or to affect, except as expressly provided, the
rights or liabilities of any of the parties arising independently of this provision.
2. Whenever the Contractor or Subcontractors whose activities cause any such damage cannot
in the opinion of the Architect, be specifically ascertained, or whenever a Contractor’s or
Subcontractor’s proportionate responsibility to account therefore according to the foregoing
provisions cannot, in the opinion of the Architect, be finally determined, the party to whose work
sections the damage pertains shall proceed promptly to remedy and correct such damage, as
extra work, and the reasonable charges for so doing, together with the amounts of any further
damages which may so arise, shall be certified by the Architect to the Owner, with authorization to
charge the aggregate sum to the respective accounts of all contractors who, directly or through
subcontractors, material suppliers or delivery persons were engaged in any activity at the site of
the damage when it arose, in proportion to the gross amounts of their respective contracts.  Such
allocated accountability shall continue as security to the Owner, until a different accountability is
ascertained, in the opinion of the Architect or until the Owner is otherwise fully indemnified and
made whole.

END OF SECTION
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SECTION 23 0923 

 
DIRECT DIGITAL CONTROL SYSTEMS FOR HVAC 

 

PART 1 – GENERAL 

 
1.1 SUMMARY 

 

A. Furnish all labor, materials, equipment, and service necessary for a complete and operating 
Building Automation System (BAS), utilizing Direct Digital Controls (DDC) and electronic controls 
as described herein. The systems shall be capable of total integration of the facility infrastructure 
systems with user access to all system data either locally over a secure Intranet within the 
building or by secure remote access by a standard Web Browser over the Internet. This shall 
include HVAC control, energy management, alarm monitoring, and all trending, reporting and 
maintenance management functions related to normal building operations all as indicated in this 
specification. 

 

B. The Building Automation System shall include: 
 

1. Programmable Controllers. 
2. Input/Output Modules as required. 
3. Individual BACNet Routers or Building Controller with routing capabilities. 
4. Other components required for a complete and working BAS. 

 

C. Control wiring and power wiring between field installed controls, indicating devices and unit 
control panels for temperature control systems, is work of this Section to be installed in 
accordance with Division 26. Line or low voltage power wiring required for control devices 
including, but not limited to motor operated dampers, sensors, control valves, and thermostats 
that are not powered by equipment served shall receive power from the nearest temperature 
control panel (TCP) as work of this Section. Coordinate total ampere load in panel with Electrical 
Contractor to determine total number of circuits required at the TCP. 

 

D. All equipment and wiring located in areas designated as Class I, Division 1, Group D Hazardous 
Classified Location, shall be suitable for this rating and installed in accordance with Division 26. 

 

1.2 DEFINITIONS AND ABBREVIATIONS 
 

A. Definitions: 

1. BACnet Interoperability 
Building Blocks (BIBB) 

 

A BIBB defines a small portion of BACnet functionality 
that is needed to perform a particular task. BIBBS are 
combined to build the BACnet functional requirements 
for a device in a specification. 

2. BACnet/IP An approved BACnet network type which uses an 
Ethernet carrier and IP addressing. 

3. BACnet MS/TP An approved BACnet network type which uses a Master- 
Slave Token Passing configuration. MS/TP networks are 
unique to BACnet and utilize EIA485 twisted pair 
topology running at 9600 to 76,800 bps 

4. BACnet over ARCNET An approved BACnet network type which uses an 
ARCNET (attached resource computer network) carrier. 
ARCNET is an industry standard that can utilize several 
speeds and wiring standards. The most common 
configuration used by BACnet controllers is an EIA485 
twisted pair topology running at 156,000 bps 
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5. BACnet/BACnet Standard BACnet communication requirements as defined by the 
latest version of ASHRAE/ANSI 135 and approved 
addenda. 

6. Control Systems Server A computer(s) that maintain(s) the systems configuration 
and programming database. 

7. Controller Intelligent stand-alone control device. Controller is a 
generic reference to building controllers, custom 
application controllers, and application specific 
controllers. 

8. Direct Digital Control Microprocessor-based control including Analog/Digital 
conversion and program logic. 

9. Gateway Bi-directional protocol translator connecting control 
systems that use different communication protocols. 

10. Local Area Network Computer or control system communications network 
limited to local building or campus. 

11. Master-Slave/Token Passing Data link protocol as defined by the BACnet standard. 

12. Point-to-Point Serial communication as defined in the BACnet 
standard. 

13. Primary Controlling LAN High speed, peer-to-peer controller LAN connecting BCs 
and optionally AACs and ASCs. Refer to System 
Architecture below. 

14. Protocol Implementation 
Conformance Statement 
(PICS) 

A written document that identifies the particular options 
specified by BACnet that are implemented in a device. 

15. Router A device that connects two or more networks at the 
network layer. 

16. Smart Actuator (SA) An actuator which is controlled by a network connection 
rather than a binary or analog signal. (0-10v, 4-20mA, 
relay, etc.) 

17. Smart Sensor (SS) A sensor which provides information to the BAS via 
network connection rather than a binary or analog signal. 
(0-10000 ohm, 4-20mA, dry contact, etc.) 

18. Web Services Web services are a standard method of exchanging 
data between computer systems using the XML 
(extensible markup language) and SOAP (simple object 
access protocol) standards. Web services can be used 
at any level within a Building Automation System (BAS), 
but most commonly they are used to transfer data 
between BAS using different protocols or between a 
BAS and a non-BAS system such as a tenant billing 
system or a utility management system 

19. Wiring Raceway, fittings, wire, boxes and related items. 

 

1.3 SYSTEM DESCRIPTION 
 

A. General: The control system shall consist of a high-speed, peer-to-peer network of DDC 
controllers, a control system Supervisory Server, and a web-based operator interface. 

 

B. Contractor shall implement a Niagara Framework based open system that will allow products 
from various suppliers to be integrated into a unified system in order to provide flexibility for 
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expansion, maintenance, and service of the system. The Owner shall be the named license 
holder of all software associated with any and all incremental work on the Contract. Only Niagara 
Framework based products running on Version 4 or newer are acceptable. 

 

C. The Owner shall receive ownership of all job specific configuration documentation, data files and 
application-level software developed for the Contract. This shall include all custom, job specific 
software code, databases and documentation for all configuration and programming that is 
generated for the Contract and/or configured for use with the NAC, FMCS Server(s), and any 
related LAN / WAN / Intranet and Internet connected routers and devices. Any and all required 
IDs and passwords for admin and programming level access to any component or software 
program shall be provided to the Owner. 

 

D. It is the Owner’s intent to purchase an open system capable of being serviced and expanded by 
any acceptable system integrator that has and maintains certification (TCP) to work on Niagara 
Framework systems. The Niagara Compatibility Statement (NICS) for all Niagara Software shall 
allow open access and be set as follows: accept.station.in="*" accept.station.out="*" 
accept.wb.out="*" accept.wb.in="*”. In any case, the Owner shall maintain the right to direct 
Contractor to modify any software license, regardless of supplier, as desired by the Owner. The 
Contractor shall not install any “brand specific” software, applications or utilities on Niagara 
Framework based devices. 

 

E. All hardware installed for the Contract shall not be limited in their ability to communicate with a 
specific brand of Niagara Framework device. They shall also be constructed in a modular fashion 
to permit the next generation and support components to be installed in replace of or in parallel 
with existing components. 

 

F. System shall use the BACnet protocol for communication to the web server and for 
communication between control modules. I/O points, schedules, setpoints, trends and alarms 
specified in Control Sequences shall be BACnet objects. 

 

1.4 SYSTEM PERFORMANCE 
 

A. Performance Standards. System shall conform to the following minimum standards over network 
connections. 

 

1. Graphic Display. A graphic with 20 dynamic points shall display with current data within 10 
sec. 

2. Graphic Refresh. A graphic with 20 dynamic points shall update with current data within 8 
sec. and shall automatically refresh every 15 sec. 

3. Configuration and Tuning Screens. Screens used for configuring, calibrating, or tuning points, 
PID loops, and similar control logic shall automatically refresh within 6 sec. 

4. Object Command. Devices shall react to command of a binary object within 2 sec. Devices 
shall begin reacting to command of an analog object within 2 sec. 

5. Alarm Response Time. An object that goes into alarm shall be annunciated at the workstation 
within 45 sec. 

6. Program Execution Frequency. Custom and standard applications shall be capable of 
running as often as once every 5 sec. Select execution times consistent with the mechanical 
process under control. 

7. Performance. Programmable controllers shall be able to completely execute DDC PID control 
loops at a frequency adjustable down to once per sec. Select execution times consistent with 
the mechanical process under control. 

8. Reporting Accuracy. System shall report values with minimum end-to-end accuracy listed in 
Table 1. 

9. Control Stability and Accuracy. Control loops shall maintain measured variable at setpoint 
within tolerances listed below: 
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Measured Variable Reported Accuracy 

  
Space Temperature ±1ºF 

Ducted Air ±1ºF 

Outside Air ±2ºF 

Dew Point ±3ºF 

Delta-T ±0.25ºF 

Air Pressure (ducts) ±0.1 in. w.g. 

Air Pressure (space) ±0.01 in. w.g. 

Electrical ±1% of reading (not including Utility meters) 
 

10. Control Stability and Accuracy. Control loops shall maintain measured variable at setpoint 
within tolerances listed below: 

 

Controlled 
Variable 

Control Accuracy Range of Medium 

Air Pressure ±0.2 in. w.g. 
±0.01 in. w.g. 

0–6 in. w.g. 
-0.1 to 0.1 in. w.g. 

Airflow ±10% of full scale  
Space 
Temperature 

±2.0ºF  

Duct 
Temperature 

±3ºF  

Humidity ±5% RH  
 

1.5 SUBMITTALS 
 

A. General: 
 

1. Submit Product Data in sufficient detail to confirm compliance with requirements of this 
Section. Submit Product Data and Shop Drawings in one complete submittal package. 
Partial submittals are unacceptable. 

 

A. Installer Experience: Submit documentation that installer has a minimum of 5-years of experience 
in installations with the proposed Manufacturer’s equipment and Niagara certification. 

 

B. Product Data and Shop Drawings: Contractor shall provide shop drawings or other submittals on 
hardware, software, and equipment to be installed or provided. No work may begin on any 
segment of this project until submittals have been approved for conformity with design intent. 
Provide drawings as AutoCAD 2012 (or newer) compatible files on magnetic or optical disk (file 
format: .DWG, .DXF, .VSD, or comparable) and three 11” x 17” prints of each drawing. When 
manufacturer’s cutsheets apply to a product series rather than a specific product, the data 
specifically applicable to the project shall be highlighted or clearly indicated by other means. Each 
submitted piece of literature and drawing shall clearly reference the specification and/or drawing 
that the submittal is to cover. General catalogs shall not be accepted as cutsheets to fulfill 
submittal requirements. Select and show submittal quantities appropriate to scope of work. 
Submittal approval does not relieve Contractor of responsibility to supply sufficient quantities to 
complete work. Submittals shall include: 

 

1. DDC System Hardware: 
 

a. A complete bill of materials to be used indicating quantity, manufacturer, model number, 
and relevant technical data of equipment to be used. 
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b. Manufacturer’s description and technical data such as performance curves, product 
specifications, and installation and maintenance instructions for items listed below and 
for relevant items not listed below: 

 

1) Direct digital controllers (controller panels) 
2) Transducers and transmitters 
3) Sensors (including accuracy data) 
4) Actuators 
5) Valves 
6) Relays and switches 
7) Control panels 
8) Power supplies 
9) Batteries 
10) Operator interface equipment 
11) Wiring 

 

c. Wiring diagrams and layouts for each control panel. Show termination numbers. 
d. Schematic diagrams for all field sensors and controllers. Provide floor plans of all sensor 

locations and control hardware. Riser diagrams showing control network layout, 
communication protocol, and wire types. 

 

2. Central System Hardware and Software: 
 

a. A complete bill of material of equipment used indicating quantity, manufacturer, model 
number, and relevant technical. 

b. Manufacturer’s description and technical data such as product specifications and 
installation and maintenance instructions for items listed below and for relevant items 
furnished under this contract not listed below: 

 

1) Power supplies 
2) Battery backups 
3) Interface equipment between server and control panels 
4) Operator interface software 
5) Color graphic software 
6) Third-party software 

 

c. Schematic diagrams for all control, communication, and power wiring. Provide a 
schematic drawing of the central system installation. Label all cables and ports with 
computer manufacturers’ model numbers and functions. Show interface wiring to control 
system. 

d. Network riser diagrams of wiring between central control unit and control panels. 
 

3. Controlled Systems: 
 

a. Riser diagrams showing control network layout, communication protocol, and wire types. 
b. A schematic diagram of each controlled system. The schematics shall have all control 

points labeled with point names shown or listed. The schematics shall graphically show 
the location of all control elements in the system. 

c. A schematic wiring diagram of each controlled system. Label control elements and 
terminals. Where a control element is also shown on control system schematic, use the 
same name. 

d. An instrumentation list (Bill of Materials) for each controlled system. List each control 
system element in a table. Show element name, type of device, manufacturer, model 
number, and product data sheet number. 

e. A mounting, wiring, and routing plan-view drawing. The design shall take into account 
HVAC, electrical, and other systems’ design and elevation requirements. The drawing 
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shall show the specific location of all concrete pads and bases and any special wall 
bracing for panels to accommodate this work. 

f. A complete description of the operation of the control system, including sequences of 
operation. The description shall include and reference a schematic diagram of the 
controlled system. 

g. A point list for each control system. List all I/O points and software points. Indicate 
alarmed and trended points. 

 

4. Quantities of items submitted shall be reviewed but are the responsibility of the Contractor. 
5. Description of process, report formats, and checklists to be used for Control System 

Demonstration and Acceptance. 
6. BACnet Protocol Implementation Conformance Statement (PICS) for each submitted type of 

controller and operator interface. 
 

C. Project Record Documents. Upon completion of installation, submit three copies of record (as- 
built) documents of the documents shall be submitted for approval prior to final completion and 
shall include: 

 

1. Project Record Drawings. As-built versions of submittal shop drawings provided as AutoCAD 
2012 (or newer) compatible files on magnetic or optical media (file format: .DWG, .DXF, 
.VSD, or comparable) and as 11" x 17" prints. 

2. Testing and Commissioning Reports and Checklists. Completed versions of reports, 
checklists, and trend logs used to meet requirements of Control System Demonstration and 
Acceptance. 

3. Operation and Maintenance (O&M) Manual. 
4. As-built versions of submittal product data. 
5. Names, addresses, and telephone numbers of installing contractors and service 

representatives for equipment and control systems. 
6. Operator’s manual with procedures for operating control systems: logging on and off, 

handling alarms, producing point reports, trending data, overriding computer control, and 
changing setpoints and variables. 

7. Programming manual or set of manuals with description of programming language and 
syntax, of statements for algorithms and calculations used, of point database creation and 
modification, of program creation and modification, and of editor use. 

8. Engineering, installation, and maintenance manual or set of manuals that explains how to 
design and install new points, panels, and other hardware; how to perform preventive 
maintenance and calibration; how to debug hardware problems; and how to repair or replace 
hardware. 

9. Documentation of programs created using custom programming language including 
setpoints, tuning parameters, and object database. Electronic copies of programs shall meet 
this requirement if control logic, setpoints, tuning parameters, and objects can be viewed 
using furnished programming tools. 

10. Graphic files, programs, and database on magnetic or optical media. 
11. List of recommended spare parts with part numbers and suppliers. 
12. Complete original-issue documentation, installation, and maintenance information for 

furnished third-party hardware including computer equipment and sensors. 
13. Complete original-issue copies of furnished software, including operating systems, custom 

programming language, operator workstation or web server software, and graphics software. 
14. Licenses, guarantees, and warranty documents for equipment and systems. 
15. Recommended preventive maintenance procedures for system components, including 

schedule of tasks such as inspection, cleaning, and calibration; time between tasks; and task 
descriptions. 

 
D. Training Materials: Provide course outline and materials for each class at least six weeks before 

first class. Training shall be furnished via instructor-led sessions, computer-based training, or 
web-based training. Engineer will modify course outlines and materials if necessary to meet 
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Owner’s needs. Engineer will review and approve course outlines and materials at least 
three weeks before first class 

 

E. Submit in accordance with Section 01 33 00. 
 

F. Operation and Maintenance (O&M) Data: 
 

1. Maintenance Data - Submit maintenance data and spare parts lists for each type of 
control device. Include this data in maintenance manual. At a minimum include: 

 

a. Maintenance instructions and schedule of recommended maintenance for pieces 
of equipment that require routine maintenance. 

b. Sequence of Operation. 
c. Logic diagrams. 
d. Wiring Diagram. 
e. Recommended spare parts list. 

 

2. Operation and Maintenance Manuals: 
 

a. Preparation and submittal of operation and maintenance data shall be in accordance 
with Section 01 78 23. Contractor is advised that Section 01 78 23 contains specific 
information related to the submission of O&M data in an electronic version. The 
Owner will be compiling both a paper and a computer-based O&M manual, and the 
vendor will need to provide a CD version of the O&M manual information. 

 

1.6 QUALITY ASSURANCE 
 

A. Manufacturer's Qualifications: Firms regularly engaged in manufacture of electric, and 
digital control equipment of types and sizes required, whose products have been in 
satisfactory use in similar service for not less than 3 years. 

 

B. The Manufacturer of the DDC controllers shall provide documentation supporting compliance 
with ISO-9001 (Model for Quality Assurance in Design/Development, Production, 
Installation and Servicing). Product literature provided by the FMCS digital controller 
manufacturer shall contain the ISO-9001 Certification Mark from the applicable registrar. 

 

C. Installer: 
 

1. Provide documentation showing a minimum of 5-years of experience installing 
submitted Manufacturer’s equipment for projects of similar size and scope. 

2. Provide documentation showing Niagara 4 certification and a minimum of 2-years 
of experience with Niagara 4 Supervisory Server integration. 

 

D. Electrical Standards: Provide electrical products which have been tested, listed and labeled 
by Underwriters' Laboratories (UL) and comply with NEMA standards. 

 

E. NEMA Compliance: Comply with NEMA standards pertaining to components and devices 
for electric-electronic temperature control systems. 

 

F. NFPA Compliance: Comply with NFPA No. 90A where applicable to controls and 
control sequences. 

 

G. Single-Source Responsibility: Obtain DDC components from single manufacturer with 
responsibility for entire system. 
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H. Regulatory Requirements: 

1. Work, materials, and equipment shall comply with the most restrictive of local, state, 
and federal authorities' codes and ordinances or these plans and specifications. As a 
minimum, the installation shall comply with the current editions in effect 30 days prior to 
the receipt of bids of the following codes: 

 

a. National Electric Code (NEC) 
b. International Building Code (IBC) 
c. International Mechanical Code (IMC) 
d. ANSI/ASHRAE Standard 135, BACnet - A Data Communication Protocol for 

Building Automation and Control Systems 
 

1.7 DELIVERY, STORAGE, AND HANDLING 
 

A. Provide factory-shipping cartons for each piece of equipment, and control device. Maintain 
cartons through shipping, storage and handling as required to prevent equipment damage, and 
to eliminate dirt and moisture from equipment. Store equipment and materials inside and 
protected from weather. 

 

1.8 JOB CONDITIONS 
 

A. Cooperation with Other Trades: Coordinate the Work of this section with that of other sections 
to insure that the Work will be carried out in an orderly fashion. It shall be this 
Contractor's responsibility to check the Contract Documents for possible conflicts between his 
Work and that of other crafts in equipment location, pipe, duct and conduit runs, electrical 
outlets and fixtures, air diffusers, and structural and architectural features 

 

1.9 OWNERSHIP OF PROPRIETARY MATERIAL 
 

A. Project-specific software and documentation shall become Owner's property. This includes, but 
is not limited to: 

 

1. Graphics 
2. Record drawings 
3. Database 
4. Application programming code 
5. Documentation 

 
PART 2 – PRODUCTS 

 

2.1 MANUFACTURERS 

 
A. Provide Direct Digital Control components from the following list of acceptable 

Manufacturers. Acceptable Manufacturers for field devices and auxiliary control devices shall 
be as indicated in component specific paragraphs. 

 

1. Distech Controls, Inc. 
2. Automated Logic. 
3. Honeywell, Inc. 
4. Trane. 
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2.2 INSTALLER 
 

A. Acceptable Installers: 
 

1. Technical Solutions and Services Incorporated 

2. Or equal. 
 

B. Certification: Shall be certified by Tridium for Niagara 4 framework systems. Provide evidence 
of Niagara 4 certification as part of the submittal process. 

 

C. Qualifications: The Contractor shall have a successful history in the design, installation and 
maintenance of Niagara 4 Framework based building automation systems to provide 
web browser monitoring and control of BACnet field level devices. Contractor must have 
previous experience in BAS installations and in DDC installation projects with point counts 
comparable to this Contract and systems of the same character as this Contract. 

 

D. Installer shall have an established working relationship with Direct Digital Controls 
components Manufacturer and be an Authorized Integrator for components offered by 
Manufacturer with a minimum 5-years of documented experience with Manufacturer. 

 

E. Installer shall have successfully completed Control System Manufacturer’s control 
system training. Upon request, Installer shall present record of completed training 
including course outlines. 

 

F. Installer and BAS Contractor, when used in this Section refer to the same entity. 
 

2.3 COMMUNICATION 
 

A. Control products, communication media, connectors, repeaters, hubs, and routers shall 
comprise a BACnet internetwork. Controller and operator interface communication shall 
conform to ANSI/ASHRAE Standard 135. 

 

B. Install new wiring and network devices as required to provide a complete and workable 
control network. All wiring to be installed meeting the requirements of Division 26. 

 

C. Each controller shall have a communication port for temporary connection to a laptop computer 
or other operator interface. Connection shall support memory downloads and other 
commissioning and troubleshooting operations. 

 

D. Internetwork operator interface and value passing shall be transparent to internetwork 
architecture. 

 

1. An operator interface connected to a controller shall allow the operator to interface with 
each internetwork controller as if directly connected. Controller information such as data, 
status, and control algorithms shall be viewable and editable from each internetwork 
controller. 

2. Inputs, outputs, and control variables used to integrate control strategies across 
multiple controllers shall be readable by each controller on the internetwork. Program 
and test all cross-controller links required to execute specified control sequences. An 
authorized operator shall be able to edit cross-controller links by typing a standard object 
address or by using a point-and-click interface. 

 

E. Building Control Panels and Controllers with real-time clocks shall use the BACnet 
Time Synchronization service. System shall automatically synchronize system clocks daily 
from an operator-designated device via the internetwork. The system shall automatically 
adjust for daylight saving and standard time as applicable. 
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F. System shall be expandable to at least twice the required input and output objects with 

additional controllers, associated devices, and wiring. 

 

2.4 OPERATOR INTERFACE 
 

A. Supervisory Server Software: 
 

1. None required. System will interface with Owner existing Niagara 4 server software at a 
later date. System shall be configure to allow ease of future interface. 

 

B. Operator Interface, three modes: 
 

1. Each Ventilation Control Panel (VCP) shall be provided with a BACnet compliant, IP 
based resistive touchscreen color display for access to all system settings and alarms. 
Screen size shall be 10 inch minimum. 

2. Each VCP shall include a Network Controller (NC) which shall be capable of interfacing 
with Owner’s portable computer through an Ethernet port on the controller. Furnish 
Owner nay product specific software required for interface with system and individual 
controllers. 

3. Future connection to plant wide Niagara 4 Server. 
 

C. Communication. Web server and controllers shall communicate using BACnet protocol. 
Web server and control network backbone shall communicate using ISO 8802-3 
(Ethernet) Data Link/Physical layer protocol and BACnet/IP addressing as specified in 
ANSI/ASHRAE 135. 

 

D. System Software. 
 

1. System Graphics. The operator interface software shall be graphically based and 
shall include at least one graphic per piece of equipment or occupied zone, graphics 
for each chilled water and hot water system, and graphics that summarize conditions on 
each floor of each building included in this contract. Indicate thermal comfort on floor 
plan summary graphics using dynamic colors to represent zone temperature relative to 
zone setpoint. 

 

a. Functionality. Graphics shall allow operator to monitor system status, to view a 
summary of the most important data for each controlled zone or piece of equipment, 
to use point- and-click navigation between zones or equipment, and to edit 
setpoints and other specified parameters. 

b. Animation. Graphics shall be able to animate by displaying different image files 
for changed object status. 

c. Alarm Indication. Indicate areas or equipment in an alarm condition using color or 
other visual indicator. 

d. Format. Graphics shall be saved in an industry-standard format such as BMP, 
JPEG, PNG, or GIF. Web-based system graphics shall be viewable on browsers 
compatible with World Wide Web Consortium browser standards. Web graphic 
format shall require no plug-in (such as HTML and JavaScript) or shall only require 
widely available no-cost plug-ins (such as Active-X and Adobe Flash). 

 

2. Custom Graphics. Custom graphic files shall be created with the use of a graphics 
generation package furnished with the system. The graphics generation package shall be 
a graphically based system that uses the mouse to create and modify graphics that are 
saved in the same formats as are used for system graphics. 
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3. Graphics Library. Furnish a complete library of standard HVAC equipment graphics such 
as chillers, boilers, air handlers, terminals, fan coils, and unit ventilators. This library also 
shall include standard symbols for other equipment including fans, pumps, coils, valves, 
piping, dampers, and ductwork. The library shall be furnished in a file format 
compatible with the graphics generation package program. 

 
E. System Applications. System shall provide the following functionality to authorized operators 

as an integral part of the operator interface or as stand-alone software programs. If furnished 
as part of the interface, the tool shall be available from each web browser interface. If 
furnished as a 

stand-alone program, software shall be provided to allow installation on standard IBM-
compatible PCs with no limit on the number of copies that can be installed under the system 
license. 

 

1. Automatic System Database Configuration. Each web server shall store on its memory 
a copy of the current system database, including controller firmware and software. 
Stored database shall be automatically updated with each system configuration or 
controller firmware or software change. 

2. Manual Controller Memory Download. Operators shall be able to download memory from 
the system database to each controller. 

3. System Configuration. Software shall be provided, installable on an Owner 
furnished computer that provides a method of configuring the system. This shall allow for 
future system changes or additions by users under proper password protection. Operators 
shall be able to configure the system. 

4. On-Line Help. Provide a context-sensitive, on-line help system to assist the operator 
in operating and editing the system. On-line help shall be available for all applications and 
shall provide the relevant data for that particular screen. Additional help information 
shall be available through the use of hypertext. 

5. Security. Each operator shall be required to log on to the system with user name 
and password in order to view, edit, add, or delete data. 

 

a. Operator Access. The user name and password combination shall define 
accessible viewing, editing, adding, and deleting privileges for that operator. Users 
with system administrator rights shall be able to create new users and edit the 
privileges of all existing users. System Administrators shall also be able to vary 
and deny each operator’s privileges based on the geographic location, such as 
the ability to edit operating parameters in Building A, to view but not edit 
parameters in Building B, and to not even see equipment in Building C. 

b. Automatic Log Out. Automatically log out each operator if no keyboard or mouse 
activity is detected. This auto logoff time shall be user adjustable. 

c. Encrypted Security Data. Store system security data including operator passwords in 
an encrypted format. System shall not display operator passwords. 

 

6. System Diagnostics. The system shall automatically monitor the operation of all 
building management panels and controllers. The failure of any device shall be 
annunciated to the operator. 

7. Alarm Processing. System input and status objects shall be configurable to alarm 
on departing from and on returning to normal state. Operator shall be able to enable or 
disable each alarm and to configure alarm limits, alarm limit differentials, alarm states, 
and alarm reactions for each system object. Configure and enable alarm points as 
specified. Unless specific external hardwired alarm specified, alarms shall be BACnet 
alarm objects and shall use BACnet alarm services. 

8. Alarm Messages. Alarm messages shall use the English language descriptor for the object 
in alarm in such a way that the operator will be able to recognize the source, location, 
and nature of the alarm without relying on acronyms. 

9. Alarm Reactions. Operator shall be able to configure (by object) what, if any actions are to 
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be taken during an alarm. 
10. Alarm and Event log. Operators shall be able to view all system alarms and changes of 

state from any location in the system. Events shall be listed chronologically. An operator 
with the proper security level may acknowledge and delete alarms, and archive closed 
alarms to the workstation or web server hard disk. 
 

11. Trend Logs. The operator shall be able to configure trend sample or change of value 
(COV) interval, start time, and stop time for each system data object and shall be able to 
retrieve data for use in spreadsheets and standard database programs. Controller shall 
sample and store trend data and shall be able to archive data to memory. Trends shall be 
BACnet trend objects. 

12. Object and Property Status and Control. Provide a method for the operator to view, and edit 
if applicable, the status of any object or property in the system. The status shall be 
available by menu, on graphics, or through custom programs. 

13. Reports and Logs. Operator shall be able to select, to modify, to create, and to print 
reports and logs. Operator shall be able to store report data in a format accessible by 
standard spreadsheet and word processing programs. 

14. Standard Reports. Furnish the following standard system reports: 
 

a. Objects. System objects and current values filtered by object type, by status (in 
alarm, locked, normal), by equipment, by geographic location, or by combination of 
filter criteria. 

b. Alarm Summary. Current alarms and closed alarms. System shall retain closed 
alarms for an adjustable period. 

c. Logs. System shall log the following to a database or text file and shall retain data for 
an adjustable period: 

 

1) Alarm History. 
2) Trend Data. Operator shall be able to select trends to be logged. 
3) Operator Activity. At a minimum, system shall log operator log in and log out, 

control parameter changes, schedule changes, and alarm acknowledgment and 
deletion. System shall date and time stamp logged activity. 

 

15. Custom Reports. Operator shall be able to create custom reports that retrieve data, 
including archived trend data, from the system, that analyze data using common algebraic 
calculations, and that present results in tabular or graphical format. Reports shall be 
launched from the operator interface. 

 

F. Application Editors. Shall support editing of all system applications. The applications shall 
be downloaded and executed at one or more of the controller panels. 

 

1. Controller. Provide a full-screen editor for each type of application that shall allow 
the operator to view and change the configuration, name, control parameters, and set 
points for all controllers. 

2. Scheduling. An editor for the scheduling application shall be provided at each 
workstation. Provide a method of selecting the desired schedule and schedule type. 
Exception schedules and holidays shall be shown clearly on the calendar. The start and 
stop times for each object shall be adjustable from this interface. 

3. Custom Application Programming. Provide the tools to create, edit, debug, and 
download custom programs. System shall be fully operable while custom programs 
are edited, compiled, and downloaded. Programming language shall have the following 
features: 

 

a. Language. Language shall be graphically based and shall use function blocks 
arranged in a logic diagram that clearly shows control logic flow. Function blocks 
shall directly provide functions listed below, and operators shall be able to 
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create custom  or compound function blocks. 
b. Programming Environment. Tool shall provide a full-screen, cursor-and-mouse-

driven programming environment that incorporates word processing features such 
as cut and paste. Operators shall be able to insert, add, modify, and delete custom 
programming code, and to copy blocks of code to a file library for reuse in other 
control programs. 
 
 

c. Independent Program Modules. Operator shall be able to develop 
independently executing program modules that can disable, enable and exchange 
data with other program modules. 

d. Debugging and Simulation. Operator shall be able to step through the program 
observing intermediate values and results. Operator shall be able to adjust input 
variables to simulate actual operating conditions. Operator shall be able to adjust 
each step’s time increment to observe operation of delays, integrators, and other 
time-sensitive control logic. Debugger shall provide error messages for syntax and 
for execution errors. 

e. Conditional Statements. Operator shall be able to program conditional logic 
using compound Boolean (AND, OR,  and NOT) and relational (EQUAL, LESS 
THAN, GREATER THAN, NOT EQUAL) comparisons. 

f. Mathematical Functions. Language shall support floating-point addition, 
subtraction, multiplication, division, and square root operations, as well as absolute 
value calculation and programmatic selection of minimum and maximum values from 
a list of values. 

g. Variables. Operator shall  be  able to use  variable values in program conditional 
statements and mathematical functions. 

 

1) Time Variables. Operator shall be able to use predefined variables to represent 
time of day, day of the week, month of the year, and date. Other predefined 
variables or simple control logic shall provide elapsed time in seconds, minutes, 
hours, and days. Operator shall be able to start, stop, and reset elapsed time 
variables using the program language. 

2) System Variables. Operator shall be able to use predefined variables to 
represent status and results of Controller Software and shall be able to enable, 
disable, and change setpoints of Controller Software as described in Controller 
Software section. 

 

G. Portable Operator's Terminal. Provide all necessary software to configure an IBM-
compatible laptop computer for use as a Portable Operator’s Terminal. Operator shall be 
able to connect configured Terminal to the system network or directly to each controller for 
programming, setting up, and troubleshooting. 

 

2.5 CONTROLLER SOFTWARE 
 

A. Furnish the following applications for building and energy management. All software 
applications shall reside and operate in the system controllers. Applications shall be editable 
through portable operator’s terminal, or web browser interface. All software required to access, 
review, and modify controller programs shall be furnished to the Owner. 

 

B. Scheduling. Provide the capability to execute control functions according to a user created 
or edited schedule. Each schedule shall provide the following schedule options as a 
minimum: 

 

1. Weekly Schedule. Provide separate schedules for each day of the week. Each schedule 
shall be able to include up to 5 occupied periods (5 start-stop pairs or 10 events). 

2. Exception Schedules. Provide the ability for the operator to designate any day of the year 
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as an exception schedule. Exception schedules may be defined up to a year in advance. 
Once an exception schedule has executed, the system shall discard and replace the 
exception schedule with the standard schedule for that day of the week. 

3. Holiday Schedules. Provide the capability for the operator to define up to 24 special or 
holiday schedules. These schedules will be repeated each year. The operator shall be 
able to define the length of each holiday period. 

 

C. System Coordination. Operator shall be able to group related equipment based on function 
and location and to use these groups for scheduling and other applications. 

 

D. Binary Alarms. Each binary object shall have the capability to be configured to alarm based on 
the operator-specified state. Provide the capability to automatically and manually disable 
alarming. 

 

E. Analog Alarms. Each analog object shall have both high and low alarm limits. The operator 
shall be able to enable or disable these alarms. 

 
F. Alarm Reporting. The operator shall be able to determine the action to be taken in the event of 

an alarm. An alarm shall be able to start programs, print, be logged in the event log, 
generate custom messages, and display on graphics. 

 

G. Maintenance Management. The system shall be capable of generating maintenance alarms 
when equipment exceeds adjustable runtime, equipment starts, or performance limits. 
Configure and enable maintenance alarms as specified in Control Sequences. 

 

H. Sequencing. Application software shall sequence equipment as specified in Control Sequences. 
 

I. PID Control. System shall provide direct- and reverse-acting PID (proportional-integral-
derivative) algorithms. Each algorithm shall have anti-windup and selectable controlled 
variable, setpoint, and PID gains. Each algorithm shall calculate a time-varying analog value 
that can be used to position an output or to stage a series of outputs. The calculation 
interval, PID gains, and other tuning parameters shall be adjustable by a user with the 
correct security level. 

 

J. Staggered Start. System shall stagger controlled equipment restart after power outage. 
Operator shall be able to adjust equipment restart order and time delay between equipment 
restarts. 

 

K. Energy Calculations: 
 

1. The system shall accumulate and convert instantaneous power (kW) or flow rates (gpm) 
to energy usage data. 

2. The system shall calculate a sliding-window average (rolling average). Operator shall be 
able to adjust window interval to 15 minutes, 30 minutes, or 60 minutes. 

 

L. Anti-Short Cycling. All binary output objects shall be protected from short cycling by means 
of adjustable minimum on-time and off-time settings. 

 

M. On and Off Control with Differential. Provide an algorithm that allows a binary output to be 
cycled based on a controlled variable and a setpoint. The algorithm shall be direct-acting or 
reverse- acting. 

 

N. Runtime Totalization. Provide software to totalize runtime for each binary input and 
output. Operator shall be able to enable runtime alarm based on exceeded adjustable 
runtime limit. Configure and enable runtime totalization and alarms as specified in Control 
Sequences. 
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2.6 CONTROLLERS 
 

A. General. Provide an adequate number of Building Controllers (BC), Advanced 
Application Controllers (AAC), Application Specific Controllers (ASC), Smart Actuators 
(SA), and Smart Sensors (SS) as required to achieve performance specified in System 
Performance paragraph. Every device in the system which executes control logic and directly 
controls HVAC equipment must conform to a standard BACnet Device profile as specified in 
ANSI/ASHRAE 135, BACnet Annex L. Unless otherwise specified, hardwired actuators and 
sensors may be used in lieu of BACnet Smart Actuators and Smart Sensors. Controllers 
shall be readily available for purchase and integration by any installer, Owner, or Contractor 
without the need for a distributor agreement to purchase. Programming software shall be 
made available to Owner. 

 

 

 
 
 

B. BACnet: 
 

1. Network Controller (NC) 
 

a. Network Controllers shall be Niagara 4 Framework style from the following list 
of acceptable Manufacturers: 

 

1) Distech EC-BOS-8 
2) Honeywell, WEB-8000; 
3) Johnson Controls, FX80; 
4) Tridium, JACE 8000; 
5) Vykon, JACE 8000; 
6) or equal. 

 

b. These controllers are designed to manage communications between the 
programmable equipment controllers (PEC), application specific controllers (ASC) and 
advanced unitary controllers (AUC) which are connected to its communications 
trunks, manage communications between itself and other network controllers (NC) 
and with any operator workstations (OWS) that are part of the BAS, and perform 
control and operating strategies for the system based on information from any 
controller connected to the BAS. 

c. The controllers shall be fully programmable to meet the unique requirements of 
the facility it shall control. 

d. The controllers shall be capable of peer-to-peer communications with other NCs and 
with any OWS connected to the BAS, whether the OWS is directly connected, 
connected via cellular modem or connected via the Internet. 
1) The communication protocols utilized for peer-to-peer communications between 
NCs will be Niagara 4 Fox, BACnet TCP/IP and SNMP. Use of a proprietary 
communication protocol for peer-to-peer communications between NC's is not 
allowed. 

e. The NC shall employ a device count capacity license model that supports 
expansion capabilities. 

f. The NC shall be enabled to support and shall be licensed with the following 
Open protocol drivers (client and server) by default: 

 

1) BACnet 
2) Lon 
3) MODBUS 
4) SNMP 
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g. The NC shall be capable of executing application control programs to provide: 
 

1) Calendar functions. 
2) Scheduling. 
3) Trending. 
4) Alarm monitoring and routing. 
5) Time synchronization. 
6) Integration of LonWorks, BACnet, and MODBUS controller data. 
7) Network management functions for all NC, PEC and ASC based devices. 

 

h. The NC shall provide the following hardware features as a minimum: 
 

1) Two 10/100 Mbps Ethernet ports. 
2) Two Isolated RS-485 ports with biasing switches. 
3) 1 GB RAM 
4) 4 GB Flash Total Storage / 2 GB User Storage 
5) Wi-Fi (Client or WAP) 
6) USB Flash Drive 
7) High Speed Field Bus Expansion 
8) -20 to 60 degrees C Ambient Operating Temperature 
9) Integrated 24 VAC/DC Global Power Supply 
10) MicroSD Memory Card Employing Encrypted Safe Boot Technology 

 

i. The NC shall support standard Web browser access via the Intranet/Internet. It 
shall support a minimum of 16 simultaneous users. 

j. The NC shall provide alarm recognition, storage, routing, management and analysis 
to supplement distributed capabilities of equipment or application specific 
controllers. 

k. The NC shall be able to route any alarm condition to any defined user location 
whether connected to a local network or remote via cellular modem, or wide-area 
network. 

l. Alarm generation shall be selectable for annunciation type and 
acknowledgement requirements including but not limited to: 

 

1) Alarm. 
2) Return to normal. 
3) To default. 

 

m. Alarms shall be annunciated in any of the following manners as defined by the user: 
 

1) Screen message text. 
2) Email of complete alarm message to multiple recipients. 
3) Pagers via paging services that initiate a page on receipt of email message. 
4) Graphics with flashing alarm object(s). 

 

n. The following shall be recorded by the NC for each alarm (at a minimum): 
 

1) Time and date. 
2) Equipment (air handler #, access way, etc.). 
3) Acknowledge time, date, and user who issued acknowledgement. 

 

o. Programming software and all controller "Setup Wizards" shall be embedded into 
the NC. 

p. The NC shall support the following security functions: 
 

1) Module code signing to verify the author of programming tool and confirm that 
the code has not been altered or corrupted. 




